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Part I

Classical Information Theory
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Chapter 1

Information measure

The mathematical theory of information was introduced by Claude Shannon in his
seminal paper of 1948 A Mathematical Theory of Communication [1]. The theory
aims at quantifying information in a precise and operational way. The central prob-
lem that motivated Shannon’s work was the following: given a source that produces
messages and a communication channel through which those messages are trans-
mitted, what are the fundamental limits on the reliable compression and transmis-
sion of information?

Before addressing such questions, one must first clarify what is meant by the
word information. In everyday language, information is often associatedwithmean-
ing or knowledge. A sentence may be informative because it tells us something
about the world, because it answers a question, or because it changes our under-
standing of a situation. Shannon’s approach ignores this semantic aspect. Instead, it
focuses exclusively on the statistical structure of themessages. In this way, Shannon
was able to precisely define the information and develop a theory for its transfor-
mations.

The main idea is that information is related to uncertainty. Suppose that a sys-
tem can produce several possible outcomes. Before we observe the system, we are
uncertain about which outcome will occur. When the outcome is revealed, this
uncertainty is reduced. The amount of information obtained from the observation
should therefore be related to the degree of uncertainty that existed beforehand.

This immediately suggests that the information gained when an event occurs
should depend on the probability of that event. If an event was almost certain, then
learning that it occurred provides very little new information. However, if an event
was extremely unlikely, then learning that it occurred provides a large amount of
information. Rare events are therefore highly informative, while highly probable
events carry little information. In other words, information is a measure of how
surprised we are upon witnessing the occurrence of an event.

The task is therefore to construct a mathematical function that assigns a numer-
ical quantity to the occurrence of an event of probability p. This quantity will be the
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information content of the event. Let us denote by I(px) the amount of information
obtained when we learn that the event x, whose probability of occurrence is px, has
occurred. The goal is to determine the form of this function from basic principles.

The first requirement is that the information associated with an event should
depend only on its probability. Two events with the same probability should carry
the same amount of information when they occur. This reflects the fact that Shan-
non’s notion of information is purely statistical: it depends only on the likelihood
of events, not on their semantic meaning. In this way, the theory is independent of
the physical properties of any system, being thus valid for all systems.

The second requirement is that rarer events should be more informative. If an
event becomes less probable, the information associated with its occurrence should
increase. In other words, the function I(px) must decrease as the probability p in-
creases. A particularly important consequence of this principle concerns events that
are certain to occur. If px = 1, the event was completely predictable and learning
that it occurred provides no new information. Therefore, the information associated
with a certain event must vanish. This is a fairly intuitive feature of any candidate
for being a measure of information.

The third requirement concerns continuity. If the probability of an event changes
slightly, the information associated with it should also change slightly. A reasonable
measure of information should therefore be a continuous function of the probability.

The last requirement concerns independent events. Suppose that two indepen-
dent events x and y occur, with probabilities px and qy. The probability that both
events occur is then pxqy. If we first learn that the first event occurred and then
learn that the second event occurred, the total information gained should be the
sum of the information obtained in the two events. However, learning directly that
the joint event occurred should produce the same total information. This must be
so since the events are independent, and, theretofore, learning one of them tells us
nothing about the other. This property, called additivity, is, despite being natural,
the most restrictive one. Thus, for independent events, the function I must satisfy
the condition

I(pxqy) = I(px) + I(qy).

These simple requirements are sufficient to uniquely determine the form of the
information measure as being

I(px) = ln
1

px
= − ln px. (1.1)
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Proof. Let us first examine some immediate consequences of the additivity property.
If we set px = 1, the relation becomes

I(pxqy) = I(1qy) = I(1) + I(qy) = I(qy),

which implies that I(1) = 0. This confirms that an event that was certain to occur
does not contain information.

Next, consider the probability pnx , where n is a positive integer. So, we are con-
sidering n independent occurrences of the same event whose probability is px. Re-
peated application of the additivity property gives

I(pnx) = I(pxp
n−1
x ) = I(px) + I(pn−1

x ) = I(pX) + I(pxp
n−2
x ) = 2I(px) + I(pn−2

x )

= n I(px).

Thus, the information associated with n independent occurrences of an event is
simply n times the information associated with a single occurrence.

Now, the structure of the additivity property strongly suggests that the function
I should be related to the logarithm, which transforms multiplication into addition.
This observation can be made precise by introducing a new variable px = ex. By
defining the function F (x) = I(ex) we obtain

F (x+ y) = I(ex+y) = I(exey) = I(ex) + I(ey) = F (x) + F (y).

Thus, the function F (x) satisfies the functional equation F (x+ y) = F (x)+F (y).
This equation is known as Cauchy’s functional equation. A fundamental result in
analysis states that every continuous solution of this equation must be linear [2]1.
And we want a continuous function for the measure of information! Therefore,
there exists a constant c such that F (x) = cx. Returning to the original variable px,
we obtain

I(pX) = c ln px.

However, the information associated with the rarer events must be larger, which
means that the function must decrease as px increases. Since ln pX increases with
px, the constant c must be negative. Writing c = −k with k > 0, we obtain

I(p) = −k ln px = k ln
1

px
.

1The additivity condition already implies linearity in the rational numbers. Continuity extends
this result from the rationals to all real numbers since Q is dense in R, thus implying that for every
real x there exists a sequence of rational numbers (rn) such that rn → x.



6 Chapter 1. Information measure

Thus, the information associated with the occurrence of an event of probability px

must be proportional to the logarithm of the inverse probability.

The constant k merely sets the unit in which the information is measured. If
logarithms are taken to the base 2, the unit of information is the bit. If we choose
the natural logarithm, information is measured in nats. Since the choice of the base
for the logarithm changes only a multiplicative constant, I can be defined in terms
of any basis. We chose here the base 2. In that case, the information content of an
event is

I(px) = − log px. (1.2)

This captures in a precise mathematical form the intuitive relation between in-
formation and surprise. I(px) can be understood in two different ways. First, we
can think of it as a measure of the information we obtain when we learn about the
event. On the other hand, we can also think about it as the uncertainty we have
about the event before its occurrence. It is clear that both views are equivalent.

As a final remark, let us reflect on the meaning of the information bit. Con-
sider the simple example of tossing a fair coin. Before the outcome is observed,
the uncertainty associated with the experiment is one bit. Once the outcome is re-
vealed, this uncertainty is completely removed, and one bit of information is gained.
The coin itself is the physical system that carries or encodes the outcome, whereas
the bit introduced by Shannon is an abstract logical quantity that measures the in-
formation conveyed by that outcome. Shannon’s theory deliberately separates the
physical realization of information from its mathematical description, allowing the
same logical bit to be encoded in many different physical systems, such as coins,
electrical circuits, magnetic media, or quantum states.

1.1 Entropy

An essential concept in Shannon’s theory is that of an information source. An infor-
mation source is any physical process capable of producing a sequence of outcomes
that can be observed and recorded. These outcomes do not need to be determinis-
tic. In fact, Shannon’s theory is primarily concerned with situations in which there
is uncertainty about which outcome will occur. Because of this uncertainty, the
behaviour of an information source is naturally described using the language of
probability theory.

Mathematically, an information source is represented by a randomvariable. This
does not mean that the physical system itself is random, but rather that the outcome
of the experiment or observation is modelled as a random variable taking values
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in a set of possible outcomes, called the alphabet of the source. Each element of
the alphabet is assigned a probability that reflects our knowledge, or lack thereof,
about the occurrence of that outcome. The random variable therefore provides a
mathematical description of the information produced by the source, independently
of the physical mechanism responsible for generating it.

A simple example is the toss of a fair coin. The physical source is the coin-
tossing experiment, while the associated random variable X takes values in the
alphabet X = {Heads,Tails} with probabilities pX(Heads) = pX(Tails) = 1/2.
Before the outcome is observed, there is uncertainty regarding which value of X
will occur. Once the outcome is revealed, this uncertainty is eliminated and one bit
of information is gained.

As another example, consider rolling a fair six-sided die. The physical source
is the rolling experiment, and the corresponding random variable takes values in
the alphabet X = {1, 2, 3, 4, 5, 6}, with each outcome occurring with probability
pX(x) = 1/6 for all x. More generally, a weather station may report whether the
next day will be sunny, cloudy, or rainy, a communication channel that transmits
the letters of the English alphabet, or a sensor that measures the temperature of a
physical system. In each case, the information source is the physical process that
generates the observations, while the random variable provides a probabilistic de-
scription of its possible outcomes.

This distinction between the physical source and its mathematical representa-
tion is one of the fundamental ideas underlying Shannon’s theory. The same logi-
cal information can be encoded in many different physical systems, and conversely,
very different physical processes may give rise to the same probability measure2.
Shannon’s theory is therefore concerned not with the physical nature of the source
but with the statistical properties of the symbols it produces. This abstraction is
precisely what gives the theory its remarkable generality and allows it to be ap-
plied to such diverse fields as communication, computation, statistics, biology, and
physics.

Therefore, we assume that any information source is described by the random
variable X = {X , pX(x)}, with the outcome x ∈ X occurring with probability
pX(x). When the outcome of a single event is revealed, the information obtained
is I(x) = − log px. Since outcome x occurs with probability pX(x), the average
information produced by the source is obtained by taking the expectation value of
I[pX(x)]. This average information is called the Shannon entropy of the random

2We use probability measure to mean both the continuous or the discrete cases. In the continuous
case we have a probability distribution density, while a probability mass function applies to the
discrete case.
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variable and is defined as

H(X) = −
∑
x∈X

pX(x) log pX(x). (1.3)

Entropy therefore represents the average amount of information obtained when
the value of the random variable is revealed. Equivalently, it measures the average
uncertainty associated with the variable before the observation is made. This is a
fundamental quantity in Shannon theory, where it acquires operational meaning as
the maximum rate of data compression.

Before stating some of its properties, let us see some examples. The entropy
associated with the flipping of a fair coin is given by

H(X) = −1

2
log

1

2
− 1

2
log

1

2
= 1,

i.e., a fair coin has one bit of information. The information associated with the coin
can answer one binary question. A fair die has entropyH(X) = log 6 ≈ 2.58. This
means that it takes an average of 2.585 yes/no questions to determine the exact face
of the die in a single roll. Since we cannot ask a fractional number of questions, we
will need 2 or 3. For example, we can ask the following questions: Question 1: "Is it
1, 2, or 3?", Question 2: "Is it 1?", and Question 3: "Is it 2?".

Now that the intuitive meaning of the entropy is clear, let us see some properties
of the Shannon entropy (1.3). The most important ones can be stated as follows.

Theorem 1.1 (Non-negativity). For every random variable, H(X) ≥ 0. Moreover,
H(X) = 0 if and only if one outcome occurs with probability one.

Proof. Since 0 ≤ pX(x) ≤ 1, we have ln pX(x) ≤ 0. Therefore, −pX(x) ln pX(x) ≥
0 for every x. Summing over all outcomes gives H(X) =≥ 0. The equality holds
only if each term vanishes. Since −pX(x) ln pX(x) = 0 only when pX(x) = 0 or
pX(x) = 1, the entropy vanishes precisely when one outcome has probability one
and all the others have probability zero.

Theorem1.2 (MaximumEntropy). LetX have |X | possible outcomes. ThenH(X) ≤
logN , with equality if and only if pX(x) = 1/|X | for all x.

Proof. We seek the probability measure that maximises the entropy H(X) subject
to the normalisation condition

∑|X |
x=1 pX(x) = 1. Introducing a Lagrange multiplier

α, we define the auxiliary function

Φ = −
|X |∑
x=1

pX(x) ln pX(x)− α

 |X |∑
x=1

pX(x)− 1

 .
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The extremum condition is
∂Φ

∂pX(x)
= 0,

which gives ln pi = −1 − α. Since the right-hand side is independent of x, all
probabilities must be equal:

pX(x) = e−1−α.

The normalisation condition then implies
∑|X |

x=1 pX(x) = X e−1−α = 1. Therefore,
e−1−α = pX(x) = 1/|X | for all x. Substituting into the entropy gives the upper
bound stated in the theorem.

To verify that this stationary point is a maximum, note that

∂2H

∂p2X(x)
= − 1

pX(x)
,

which is strictly negative for every pX(x) > 0. Hence, the entropy is a concave
function of the probabilities, and the stationary point found above is necessarily
the unique global maximum.

The concavity of the entropy is one of its most important mathematical prop-
erties. It expresses the idea that uncertainty increases when probability measures
are mixed. In particular, if one is uncertain about which probability measure cor-
rectly describes a system, the resulting entropy is greater than or equal to the av-
erage entropy of the individual distributions. This can be expressed as follows. Let
pX = {pX(x)} and qX = {qX(x)} be two probability measures, and let 0 ≤ λ ≤ 1.
Then

H(λpX + (1− λ)qX) ≥ λH(pX) + (1− λ)H(qX).

Consider two sources that are described by the random variables X and Y , as-
sociated with the alphabets X and Y , and whose results x ∈ X and y ∈ Y occur
with probabilities pX(x) and pX(y), respectively. The joint probability measure of
the occurrence of both outcomes x and y is written as pX,Y (x, y). From this we can
naturally extend the entropy function (1.3) by defining the joint entropy

H(X, Y ) = −
∑
x,y

pX,Y (x, y) log pX,Y (x, y). (1.4)

This is the joint information of both sources. An important property of this quantity
is given by the following theorem.

Theorem 1.3 (Additivity for Independent Variables). If X and Y are independent
random variables, then H(X, Y ) = H(X) +H(Y ).
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Proof. Independence implies pX,Y (x, y)(x, y) = pX(x)pY (y). Therefore

H(X, Y ) = −
∑
x,y

pX,Y (x, y) log pX,Y (x, y) = −
∑
x,y

pX(x)pY (y) log
[
pX(x)pY (y)

]
= −

∑
x,y

pX(x)pY (y) log pX(x)−
∑
x,y

pX(x)pY (y) log pY (y)

= −
∑
x

pX(x) log pX(x)−
∑
y

pY (y) log pY (y)

= H(X) +H(Y ),

where we used the fact that the probabilities are normalised.

A different question we can ask is how much we learn about X when Y is
observed. The conditional entropy quantifies precisely this. If the value of Y is
known, our uncertainty aboutX is no longer characterised by the probability mea-
sure pX(x), but rather by the conditional distribution

pX|Y (x|y) =
pX,Y (x, y)

pY (y)
.

For each possible value of Y , the corresponding uncertainty about X is therefore
measured by the entropy of the conditional distribution,

H(X|Y = y) = −
∑
x

pX|Y (x|y) log pX|Y (x|y).

Since the value ofY itself is random, the overall uncertainty aboutX after observing
Y is obtained by averaging over all possible values of Y . This leads to the definition
of the conditional entropy,

H(X|Y ) = −
∑
x,y

pX,Y (x, y) log pX|Y (x|y). (1.5)

Conditional entropy measures the average uncertainty that remains about X once
the value of Y is known. If Y completely determines X , then there is no remain-
ing uncertainty and H(X|Y ) = 0. On the other hand, if X and Y are statistically
independent, knowledge of Y does not provide information about X , and the con-
ditional entropy reduces to the ordinary entropy, H(X|Y ) = H(X). Thus, condi-
tional entropy provides a quantitative measure of how much uncertainty survives
after part of the available information has been revealed. The relation between the
joint and the conditional entropies is given in the following theorem.
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Theorem 1.4 (Chain Rule). For any pair of random variables X and Y ,

H(X, Y ) = H(X) +H(Y |X).

Proof. Using pX,Y (x, y) = pX(x)pY |X(y|x), we obtain log pX,Y (x, y) = log pX(x)+

log pY |X(y|x). Substituting into the definition of the joint entropy yields

H(X, Y ) = −
∑
x,y

pX,Y (x, y) log pX(x)−
∑
x,y

pX,Y (x, y) log pY |X(y, x)

= −
∑
x

[∑
y

pX,Y (x, y)

]
log pX(x)−

∑
x,y

pX,Y (x, y) log pY |X(y, x)

= H(X) +H(Y |X),

where we used the marginal probability measure pX(x) =
∑

y pX,Y (x, y) .

Our knowledge of X changes when we learn about Y only when the variables
are not independent. Intuitively, they must be correlated, thus raising the question
of how much correlated they are. Mutual information quantifies the amount of in-
formation that two random variables share. It measures how much the uncertainty
about one variable is reduced when the value of the other variable is known. If the
variables are completely independent, knowledge of one provides no information
about the other, and mutual information should vanish. On the other hand, if one
variable completely determines the other, then learning the value of one removes
all uncertainty about the second, and the mutual information is maximal.

This intuition can be naturally expressed in terms of entropy. Suppose that
we are interested in a random variable X . Before any observation is made, our
uncertainty about X is measured by its entropy H(X). If we are subsequently
informed of the value of a second random variable Y , the remaining uncertainty
aboutX is measured by conditional entropyH(X|Y ). The difference between these
two quantities therefore measures the average reduction in uncertainty produced
by knowledge of Y . This motivates the definition of the mutual information as

I(X : Y ) = H(X)−H(X|Y ). (1.6)

The mutual information is symmetric with respect to the exchange of X and Y , as
it should. To see this, recall the chain rule for entropy,

H(X, Y ) = H(X) +H(Y |X) = H(Y ) +H(X|Y ).
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Using these relations, we may rewrite the mutual information as

I(X : Y ) = H(X) +H(Y )−H(X,Y ). (1.7)

This expression makes the symmetry between X and Y explicit and is often taken
as the fundamental definition of mutual information. The above equation admits a
simple geometric interpretation. The sumH(X)+H(Y ) represents the total uncer-
tainty associated with the two variables if they are considered separately. However,
when the variables are correlated, part of this uncertainty is counted twice, since
some information is shared by both variables. The joint entropyH(X, Y )measures
the total uncertainty of the pair without double counting. The difference on the
right side of Eq. (1.7) therefore quantifies precisely the information that is common
to both variables. For this reason, mutual information is interpreted as a measure
of correlation. A diagrammatic representation of the information quantities intro-
duced here is shown in Fig. 1.1.

H(X) H(Y )

H(X|Y ) I(X : Y ) H(Y |X)

H(X, Y )

Figure 1.1: Venn diagram representation of the relation between
entropy, conditional entropy, and mutual information. The left cir-
cle represents H(X) and the right circle represents H(Y ), which
quantify the uncertainties associated with the random variables X
and Y , respectively. Their overlap corresponds to the mutual infor-
mation I(X : Y ), which measures the information shared by the
two variables and therefore quantifies the correlations between them.
The regions outside the overlap correspond to the conditional en-
tropies H(X|Y ) and H(Y |X). These quantify the uncertainty that
remains about one variable after the value of the other has been spec-
ified, that is, after the information contained in their correlations
has been taken into account. From this diagram, we can see that
H(X,Y ) = H(X) +H(Y ) − I(X : Y ) quantifies the total uncer-
tainty in both variables.

Several important special cases follow immediately from the definition. If X
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and Y are statistically independent, then H(X|Y ) = H(X), and therefore I(X :

Y ) = 0. If the value of Y completely determines the value ofX , thenH(X|Y ) = 0,
and the mutual information reduces to I(X : Y ) = H(X). In this case, all the
uncertainty about X can be removed by observing Y .

Mutual information thus provides a quantitative measure of statistical depen-
dence. Unlike ordinary correlation coefficients, it detects arbitrary forms of depen-
dence between random variables and plays a central role in information theory,
statistics, machine learning, and communication theory.

Mutual information can also be written directly in terms of joint and marginal
probability measures. Let pX,Y (x, y) be the joint distribution of X and Y , and let
pX(x) =

∑
y pX,Y (x, y) and pY (y) =

∑
x pX,Y (x, y) be the corresponding marginal

distributions. Starting from Eq. (1.7) and using the explicit form of the entropy given
in Eq. (1.3) and the joint entropy shown in Eq. (1.4) we obtain

I(X : Y ) = −
∑
x

pX(x) log pX(x)−
∑
y

pY (y) log pY (y)

+
∑
x,y

pX,Y (x, y) log pX,Y (x, y).

Now, we can write −
∑

x pX(x) log pX(x) = −
∑

x,y pX,Y (x, y) log pX(x) and sim-
ilarly for the sum over y. Hence, mutual information can be written as

I(X : Y ) =
∑
x,y

pX,Y (x, y) log
pX,Y (x, y)

pX(x)pY (y)
.

This form makes explicit that mutual information compares the true joint distribu-
tion pX,Y (x, y) with the product distribution pX(x)pY (y). If X and Y are indepen-
dent, then pX,Y (x, y) = pX(x)pY (y) and I(X : Y ) = 0. Thus, mutual information
measures how far the joint distribution is from the distribution that would be ob-
tained if the variables were statistically independent.

A very intuitive and important property of the conditional entropy can be de-
rived from its relation to themutual information, and it is expressed in the following
theorem.

Theorem 1.5 (Conditioning Reduces Entropy). For random variables X and Y ,
H(X|Y ) ≤ H(X), with equality holding if and only if X and Y are independent.

Proof. For each value y of Y , let pX|Y (x|y) denote the conditional probability mea-
sure of X given Y = y. Then H(X|Y ) =

∑
y pY (y)H(X|Y = y). The marginal

distribution ofX can be obtained by averaging the conditional distributions: pX(x) =
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∑
y pY (y)pX|Y (x|y). Since Shannon entropy is concave as a function of the proba-

bility measure, we have

H

(∑
y

pY (y)pX|Y (x|y)

)
≥
∑
y

pY (y)H
(
pX|Y (x|y)

)
.

The left side is preciselyH(X), while the right side isH(X|Y ). Therefore,H(X) ≥
H(X|Y ).

The equality holds if and only if all conditional distributions pX|Y (x, y) are the
same for every y such that pY (y) > 0. Thus, pX|Y (x|y) = pX(x) for all such y. This
is exactly the condition thatX and Y are independent, since it implies pX,Y (x, y) =

pY (y)pX|Y (x|y) = pY (y)pX(x). Conversely, if X and Y are independent, then
pX|Y (x, y) = pX(x) and therefore H(X|Y ) = H(X).

1.2 Relative Entropy

So far, we have focused on quantities that characterise uncertainty and correlations
associated with probability measures. In many situations, however, the relevant
problem is not quantifying this, but rather comparing different probabilitymeasures
for the same system. For example, one may wish to compare a theoretical model
with experimental data, determine how distinguishable two statistical descriptions
are, or quantify the cost of using an incorrect probabilistic model.

The fundamental quantity used for this purpose is the relative entropy, also
known as the Kullback-Leibler divergence. Given two probability measures pX =

{pX(x)} and qX = {qX(x)} defined in the same sample space, the relative entropy
of p with respect to q is defined by

D(pX∥qX) =
∑
x

pX(x) log
pX(x)

qX(x)
. (1.8)

Relative entropymeasures the distinguishability between two probability measures.
It is important to note that it is not a distance in the mathematical sense. In general,
the relative entropy is not symmetric under exchange of its arguments. Moreover,
it does not satisfy the triangle inequality. Nevertheless, it plays a central role in
information theory, statistics, machine learning, and statistical physics.

The asymmetry of the relative entropy reflects the different roles played by the
distributions pX and qX . The distribution pX determines the weighting of the av-
erage, while qX serves as a reference distribution. For this reason, relative entropy
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should not be interpreted as a geometric distance, but rather as a measure of distin-
guishability between probabilistic descriptions.

A useful interpretation follows from rewriting the definition as

D(pX∥qX) = −
∑
x

pX(x) log qX(x) +
∑
x

pX(x) log pX(x)

= −
∑
x

pX(x) log qX(x)−H(p).

Suppose that an information source is characterised by the probability measure qX .
Thus, the content of information in the appearance of x is − log pX(x). Now, let us
assume that we mistakenly think that the source is characterised by the probability
measure pX . The first term is the above equation is the information we associate to
the source. The second term corresponds to the real information of the source. The
relative entropy therefore quantifies the cost of confusing the probability measures.

We now establish some of the most important properties of the relative entropy,
its positivity.

Theorem 1.6 (Gibbs’ Inequality). For any two probability measures pX and qX ,

D(pX∥qX) ≥ 0. (1.9)

Furthermore, D(pX∥qX) = 0 if and only if pX(x) = qX(x) for all outcomes x.

Proof. We begin with the elementary inequality log t ≤ t − 1, which holds for all
positive numbers t, with equality if and only if t = 1. Let t = qX(x)/pX(x). Then

log
qX(x)

pX(x)
≤ qX(x)

pX(x)
− 1 ⇒ pX(x) log

pX(x)

qX(x)
≥ pX(x)− qX(x).

Summing over x, we obtain

D(pX∥qX) =
∑
x

pX(x) log
pX(x)

qX(x)
≥
∑
x

(px − qx) = 0.

The last equality follows from the normalisation of the probability measures.
It is straightforward to see that the equality holds if and only if pX(x) = qX(x)

for all x.

The non-negativity of relative entropy is one of the most important inequalities
in information theory. Several results in the theory can be proved using this result.
An example is the positivity of mutual information.

One of the deepest interpretations of relative entropy comes from statistical hy-
pothesis testing. Suppose that a sequence of independent observations is generated
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according to one of two competing hypotheses. Under the first hypothesis, the ob-
servations are distributed according to pX , whereas under the second hypothesis
they are distributed according to qX . The goal is to determine, from the observed
data, which hypothesis is correct.

If only a single observation is available, it can be difficult to distinguish the
two hypotheses. However, as the number of observations increases, the statistical
evidence accumulates. Intuitively, themore different the distributions are, the easier
it should be to identify the correct hypothesis.

This intuition is made precise by Stein’s lemma [3, 4].

Theorem 1.7 (Stein’s Lemma). Let pX and qX be two probability measures. In the
limit of a large number n of independent observations, the optimal error probability
for mistaking pX for qX decreases exponentially as

Perror = e−nD(pX∥qX).

The relative entropy therefore determines the asymptotic rate at which the two
hypotheses become distinguishable. A rigorous proof of this Lemma requires the
theory of typical sequences and large deviations and will not be presented at this
point. However, the result can be understood heuristically from the behaviour of the
likelihood ratio. Suppose that we observe a sequence x1, x2, . . . , xn of independent
samples. Under the hypothesis that the data are generated according to pX , the
probability of this sequence is

Pp(x1, . . . , xn) =
n∏

k=1

pX(xk).

Under the hypothesis that the data are generated according to qX , the probability
of the same sequence is

Pq(x1, . . . , xn) =
n∏

k=1

qX(xk).

To compare the two hypotheses, one considers the likelihood ratio

Pp(x1, . . . , xn)

Pq(x1, . . . , xn)
=

n∏
k=1

pX(xk)

qX(xk)
.

Taking the logarithm gives

log
Pp(x1, . . . , xn)

Pq(x1, . . . , xn)
=

n∑
k=1

log
pX(xk)

qX(xk)
.
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Now assume that the sequence was actually generated according to pX . Let Nx be
the number of times the symbol x appears in the sequence. Then

n∑
k=1

log
pX(xk)

qX(xk)
=
∑
x

Nx log
pX(x)

qX(x)
.

This implies, for large n, that

1

n

n∑
k=1

log
pX(xk)

qX(xk)
→
∑
x

pX(x) log
pX(x)

qX(x)
,

since the empirical frequency of each outcome x is approximately pX(x), Nx/n →
pX(x) when n is very large. The right-hand side of this equation is precisely the
relative entropy D(pX∥qX). Hence,

Pp(x1, . . . , xn)

Pq(x1, . . . , xn)
≈ enD(pX∥qX).

This means that a typical sequence generated by pX is exponentially more likely
under hypothesis pX than under hypothesis qX , with exponential rate D(pX∥qX).
Thus, if the true distribution is pX , the probability that the data look compatible
with qX is exponentially suppressed. The exponent controlling this suppression is
the relative entropy. This is the heuristic content of Stein’s lemma.

The relative entropy therefore determines the asymptotic rate at which the er-
ror probability decreases. If D(pX∥qX) is large, only a modest amount of data is
required to distinguish the two hypotheses. If D(pX∥qX) is small, a much larger
number of observations is necessary. Relative entropy therefore quantifies the sta-
tistical distinguishability of competing probabilistic models.

The connection between relative entropy and mutual information is particu-
larly important. Starting from the expression of mutual information in terms of the
probabilities, we immediately recognise the structure of a relative entropy:

I(X : Y ) = D
(
pX,Y (x, y)

∥∥∥pX(x)pY (y)) .
Mutual information may therefore be interpreted as the relative entropy between
the true joint probability measure and the product of its marginals. Since the prod-
uct corresponds to statistical independence, mutual information measures how dis-
tinguishable the actual correlations are from the absence of correlations.

As a direct consequence of Gibbs’ inequality is the positivity of the mutual in-
formation

I(X : Y ) ≥ 0,
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with equality if and only if pX,Y (x, y) = pX(x)pY (y).
The last property we discuss in this section is the convexity of the relative en-

tropy.

Theorem 1.8 (Convexity of Relative Entropy). Let p1X , p2X , q1X , and q2X be probability
measures, and let 0 ≤ λ ≤ 1. Define

pX = λp1X + (1− λ)p2X and qX = λq1X + (1− λ)q2X .

Then
D(pX∥qX) ≤ λD(p1X∥q1X) + (1− λ)D(p2X∥q2X).

Proof. For each outcome x, apply the log-sum inequality (see Appendix ??) to the
two pairs [a1 = λp1X , a2 = (1 − λ)p2X ], and [b1 = λq1X , b2 = (1 − λ)q2X ]. The
log-sum inequality gives

a1 log
a1
b1

+ a2 log
a2
b2

≥ (a1 + a2) log
a1 + a2
b1 + b2

.

Substituting the above definitions, we obtain

λp1X log
p1X
q1X

+ (1− λ)p2X log
p2X
q2X

≥ pX log
pX
qX

.

Summing over x results

λ
∑
x

p1X log
p1X
q1X

+ (1− λ)
∑
x

p2X log
p2X
q2X

≥
∑
x

pX log
pX
qX

.

Therefore,
λD(p1X∥q1X) + (1− λ)D(p2X∥q2X) ≥ D(pX∥qX),

which proves the joint convexity of the relative entropy.

1.3 The Data Processing Inequality

One of the most important principles in information theory is that information can-
not be increased by processing data. Intuitively, if two probability measures become
more difficult to distinguish after a transformation, no subsequent analysis of the
transformed data can recover the lost distinguishability. This idea is formalised by
the data processing inequality.

Before we introduce this important inequality, we need to define the class of
transformations to which it applies. Let T (y|x) be a Markov transformation, that
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is, a conditional probability measure that satisfies T (y|x) ≥ 0 and
∑

y T (y|x) = 1.
T (y|x) is the probability that the system evolves from the state x to the state y in a
single step. Given an input distribution pX , the transformed distribution is

p′Y (y) =
∑
x

T (y|x)pX(x).

This is also called a stochastic map.

Theorem 1.9 (Data Processing Inequality). Let pX and qX be two probability mea-
sures. Let T (y|x) be a stochastic map. Define the transformed distributions p′Y (y) =∑

x T (y|x)pX(x) and q′Y (y) =
∑

x T (y|x)qX(x). Then

D(p′Y ∥q′Y ) ≤ D(pX∥qX).

Proof. Starting from the definition of relative entropy and using the definitions of
p′Y and q′Y , we have

D(p′Y ∥q′Y ) =
∑
y

(∑
x

T (y|x)pX(x)

)
log

∑
x T (y|x)pX(x)∑
x T (y|x)qX(x)

.

Applying the log-sum inequality for each value of y gives(∑
x

T (y|x)pX(x)

)
log

∑
x T (y|x)pX(x)∑
x T (y|x)qX(x)

≤
∑
x

T (y|x)pX(x) log
pX(x)

qX(x)
.

Summing over y yields

D(p′Y ∥q′Y ) ≤
∑
x,y

T (y|x)pX(x) log
pX(x)

qX(x)
.

Since
∑

y T (y|x) = 1, we obtain

D(p′Y ∥q′Y ) ≤
∑
x

pX(x) log
pX(x)

qX(x)
= D(pX∥qX).

A particularly important application arises when three random variables form
a Markov chain X → Y → Z . A Markov chain is a mathematical model for de-
scribing the evolution of a system that moves through a sequence of possible states
in discrete steps. Its defining characteristic is the memoryless property: the prob-
ability of the next state depends only on the current state of the system and not
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on the sequence of states that preceded it. In other words, the present state con-
tains all the information needed to predict the future evolution of the system. This
makes Markov chains a fundamental tool for modelling stochastic processes in a
wide range of fields, including physics, information theory, biology, and finance,
where the dynamics can be approximated as a succession of random transitions
between states.

In this situation, all information that Z possesses about X must pass through
Y . The data processing inequality therefore implies

I(X : Z) ≤ I(X : Y ).

Thus, every processing step can only decrease, or at best preserve, the information
available about the original source.

1.4 Fano’s Inequality

The quantities introduced so far quantify uncertainty and information. A natural
question is how these quantities relate to the probability of making mistakes when
attempting to infer an unknown variable from observed data.

Suppose that X is a random variable taking values in an alphabet of size |X |,
and let X̂ denote an estimate of X obtained from another observation. Define the
probability of error

pe = Pr
(
X ̸= X̂

)
.

Fano’s inequality provides an upper bound on the conditional entropy in terms of
the error probability [<empty citation>].

Theorem 1.10 (Fano’s Inequality). Let X be a random variable with |X | possible
outcomes and let X̂ be an estimator of X . Then

H(X|X̂) ≤ Hb(pe) + pe log(|X | − 1),

where
Hb(p) = −p log p− (1− p) log(1− p)

is the binary entropy function.

Proof. Introduce the error indicator

E =

0, X = X̂,

1, X ̸= X̂.
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By definition, Pr(E = 1) = pe. Using the chain rule for the conditional entropy, we
obtain

H(E,X|X̂) = H(X|X̂) +H(E|X, X̂).

Since E is completely determined by X and X̂ , H(E|X, X̂) = 0. Therefore, it
follows that H(X|X̂) = H(E,X|X̂).

Applying the chain rule in the opposite order gives

H(X|X̂) = H(E|X̂) +H(X|E, X̂).

Now, since conditioning cannot increase entropy,

H(E|X̂) ≤ H(E) = Hb(pe).

We now bound the second term. If E = 0, thenX = X̂ , so thatH(X|E = 0, X̂) =

0. If E = 1, then X can take at most |X | − 1 values different from X̂ . Hence
H(X|E = 1, X̂) ≤ log(|X | − 1). Combining these observations,

H(X|E, X̂) ≤ pe log(|X | − 1).

Therefore,
H(X|X̂) ≤ Hb(pe) + pe log(|X | − 1).

which proves Fano’s inequality.

Fano’s inequality establishes a fundamental connection between information
and inference. If the conditional entropy H(X|X̂) is small, then the probability
of error must also be small. In contrast, a high probability of error implies a large
residual uncertainty about the value of X after the observation has been made.

Combining Fano’s inequality with the identity

I(X : X̂) = H(X)−H(X|X̂),

one obtains lower bounds on the probability of error in terms ofmutual information.
Such bounds play a central role in communication theory, statistical learning, and
information-theoretic limits on inference.
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Chapter 2

Information theory and dynamical

systems

As we saw in the previous chapter, Information Theory is concerned with the math-
ematical description of information sources. An information source is character-
ized by an alphabet, that is, a finite or countable set of possible symbols, together
with probability laws that specify the likelihood of individual symbols and finite
sequences of symbols. The central object of the theory is therefore not the physical
mechanism responsible for generating the messages, but rather the statistical struc-
ture of the emitted symbolic sequences. This abstraction makes Shannon’s theory
remarkably general, allowing it to be applied far beyond the context of communi-
cation systems for which it was originally developed.

Among several interesting questions, one of particular interest in the context
of classical mechanics emerges from this observation: can a deterministic physical
system be regarded as an information source? At first sight, the answer appears to
be negative. A dynamical system evolves continuously in time according to deter-
ministic equations of motion, whereas an information source emits discrete sym-
bols according to a probability distribution. The two descriptions seem to belong
to entirely different mathematical frameworks. Nevertheless, by introducing an ap-
propriate symbolic representation of the dynamics, it becomes possible to establish
a precise correspondence between them. Once this correspondence is constructed,
the set of tools of Information Theory can be employed to characterize several fea-
tures of deterministic dynamical systems, providing both, new predictions and new
lenses to consider old problems.

The objective of this chapter is to develop this correspondence. We begin by in-
troducing the notion of a dynamical system and the probabilitymeasures in the state
space. We then show how a partition of the state space naturally induces a symbolic
representation of the dynamics, transforming trajectories into sequences of symbols
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that can be interpreted as messages emitted by an information source. This sym-
bolic description allows us to assign probabilities to finite trajectories and to quan-
tify their uncertainty using Shannon entropy. Based on these ideas, we introduce
the refinement of partitions and the Kolmogorov-Sinai entropy, which measures
the asymptotic rate at which information is generated by the dynamics. Finally,
we discuss the physical significance of the Kolmogorov-Sinai entropy, emphasizing
its interpretation as a measure of dynamical complexity and its connection with
nonequilibrium thermodynamics and entropy production.

2.1 Dynamical systems

A dynamical system describes how the state of a physical system evolves in time.
It is specified by two fundamental ingredients: a state space containing all possible
configurations of the system and a dynamical law that determines how these con-
figurations evolve. We denote the state space by Ω and point s ∈ Ω specifies the
complete state of the system at a given instant.

The precise nature of the state space depends on the physical problem under
consideration. In classical Hamiltonian mechanics, for example,Ω is naturally iden-
tified with the phase space Γ, whose points are pairs s = (q, p) consisting of gener-
alized coordinates and their conjugate momenta. In other contexts, the state space
may consist of functions, symbolic sequences, probability distributions, or more
abstract mathematical objects. The construction developed throughout this chapter
is independent of the particular realization of Ω. The only assumption is that the
dynamics acts on its elements in a well-defined manner.

The evolution of the system is described by a deterministic transformation

T : Ω −→ Ω,

which assigns to every state its state after one unit of time. Determinismmeans that
every initial condition possesses a unique image under the transformation. Con-
sequently, once the initial state is specified, the future evolution of the system is
completely determined.

Repeated applications of the transformation generate the trajectory, or orbit,
associated with an initial condition s0 ∈ Ω,

γ(s0) =
{
s0, s1 = T (s0), s2 = T 2(s0), . . .

}
,
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where
T n = T ◦ T ◦ · · · ◦ T︸ ︷︷ ︸

n times

denotes the n-fold composition of the transformation. The orbit therefore repre-
sents the complete history of the system generated by the initial condition s0. Fig-
ure 2.1 provides an illustration of this orbit.

Ω

s0

s1

s2

s3

s4

s5

sn+1 = T (sn)

Figure 2.1: A deterministic dynamical system generates an orbit by
successive applications of the transformation T . Starting from the
initial condition s0 ∈ Ω, each iterate is uniquely determined by the
previous one according to sn+1 = T (sn). The resulting orbit repre-
sents the complete history of the system generated from the initial
state.

Throughout this chapter we formulate the theory in discrete time, so that the
evolution is indexed by the integer n ∈ N. This assumption considerably simplifies
the notation while preserving all the essential ideas underlying symbolic dynam-
ics and Kolmogorov-Sinai entropy. Moreover, many systems of physical interest,
including iterated maps, cellular automata and periodically driven systems, are nat-
urally described in discrete time.

However, continuous-time dynamical systems fit naturally into the same frame-
work. IfΦt denotes the continuous flowgenerated by the dynamics, choosing a fixed
sampling interval τ > 0 defines the discrete transformation T = Φτ , whose iter-
ates reproduce the continuous evolution at the discrete times {0, τ, 2τ, . . .}. Con-
sequently, the construction developed here applies equally well to continuous- and
discrete-time dynamical systems.

The transformation T need not be invertible. Non-invertible maps arise natu-
rally in many physical situations, particularly in dissipative systems, where distinct
initial conditions may evolve to the same final state. When the transformation is
invertible, however, one may also define the inverse map T−1 and reconstruct the
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past evolution of the system. Although invertibility is not essential for the con-
cepts introduced in this section, inverse images will play a fundamental role in the
symbolic description of the dynamics developed later in this chapter.

Now, we need to introduce the notion of probability, which provides the bridge
between deterministic dynamics and information theory.

2.2 Probability measures

The deterministic dynamics introduced in the previous section completely specifies
the evolution of every individual trajectory. Once the initial condition s0 is known,
the entire orbit of the system is uniquely determined by successive applications of
the transformation T . In many physical situations, however, one is interested not
only in following a single trajectory but also in describing the statistical behaviour
of an ensemble of systems prepared under identical macroscopic conditions. Such
a statistical description requires assigning probabilities to the possible initial con-
ditions.

To formulate this probabilistic description, the state space Ω is endowed with
a σ-algebra1 B of subsets of Ω. The elements of B are called measurable sets and
represent precisely those subsets of the state space to which probabilities may be
assigned. The pair (Ω,B) is called a measurable space.

A probability measure is a mapping

p : B −→ [0, 1],

satisfying the normalization condition p(Ω) = 1, along with countable additivity

p

(
∞⋃
j=1

Aj

)
=

∞∑
j=1

p(Aj),

whenever the measurable sets A1, A2, . . ., with Ai ⊂ Ω, are pairwise disjoint. The
quantity p(A) is interpreted as the probability that the initial condition of the sys-
tem belongs to the measurable subset A ⊂ Ω. It is important to emphasize that
the probability measure does not introduce randomness into the dynamics itself.
The evolution generated by the transformation T remains completely deterministic.
Rather, the probability measure is introduced to allow us to formulate a statistical
distribution of the system when complete knowledge is unavailable.

1A σ-algebra on a set Ω is a collection F of subsets of Ω satisfying the following properties: i)
Ω ∈ F ; ii) if A ∈ F , then its complement Ac = Ω \ A also belongs to F ; iii) if {An}∞n=1 ⊆ F is
a countable collection of sets, then

⋃∞
n=1 An ∈ F . Consequently, F is also closed under countable

intersections and contains the empty set.
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To combine probability with the deterministic dynamics, the transformation T

is assumed to be measurable. This means that, for every measurable set A ∈ B, its
inverse image

T−1(A) = {s ∈ Ω : T (s) ∈ A}

also belongs toB. In otherwords, it mapsmeasurable spaces intomeasurable spaces.
The inverse image plays a central role because probabilities are assigned to the

initial conditions rather than to the trajectories themselves. The set T−1(A) consists
of all initial conditionswhose evolution reaches the regionA after one application of
the transformation. Consequently, if the initial conditions are distributed according
to the probability measure p, the probability that the system is found inside the
region A after one iteration of the dynamics is simply

p(T−1(A)).

More generally, the probability that the system occupies the measurable set A
after n iterations is

p(T−n(A)).

This expression is obtained by considering all initial conditions whose trajectories
arrive inA after n applications of the transformation. It is important to observe here
that, even in the case of a non-invertible transformation, T−1 is still well defined as
the pre-image of A. See Fig. 2.2 for an illustration of this idea.

The pair consisting of the deterministic map T and the probability measure p

therefore provides a complete statistical description of the dynamics. The map de-
termines how every individual trajectory evolves, while the probability measure
specifies the likelihood of the different initial conditions. Together they induce a
probability distribution over the ensemble of trajectories generated by the dynam-
ical system.

The probabilistic description developed in this section forms the basis for the
information-theoretic construction that follows. Shannon’s theory is formulated in
terms of sequences of symbols emitted by a source, whereas the trajectories gener-
ated by a dynamical system are sequences of states in the space Ω. The next step is
therefore to construct a symbolic representation of these trajectories. Once such an
encoding has been introduced, the probability measure p naturally induces proba-
bility distributions over the corresponding symbolic sequences.
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Ω

T−1(A)

A

T

Figure 2.2: Illustration of the inverse image of a measurable set. The
shaded blue region on the left represents the set T−1(A) of all initial
conditions whose evolution under the transformation T reaches the
measurable setA (red shaded region on the right) after one iteration.
Since probabilities are assigned to the initial conditions, the proba-
bility that the system is found inA after one time step is obtained by
measuring its preimage, namely p(T−1(A)).

2.3 Symbolic representation of the dynamics

The probabilistic description introduced in the previous section assigns probabil-
ities to trajectories evolving in the state space Ω. Shannon’s information theory,
however, is formulated in terms of sequences of symbols drawn from a finite al-
phabet rather than sequences of points in a continuous state space. To establish a
connection between deterministic dynamical systems and information theory, it is
therefore necessary to convert the trajectories of the dynamical system into sym-
bolic sequences, thus producing a symbolic dynamics.

The first step consists in partitioning the state space into a finite collection of
mutually disjoint measurable sets,

P = {Ax1 , Ax2 , . . . , Axm} ,

called a partition of Ω. These sets satisfy

Axi
∩ Axj

= ∅, i ̸= j,

and
m⋃
i=1

Axi
= Ω.
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This technique allows us to associate each element of the partition with a symbol
belonging to the finite alphabet

X = {x1, x2, . . . , xm} .

The partition therefore establishes a correspondence between regions of the state
space and symbols of the alphabet. Note that we are not mapping states into sym-
bols, we are mapping sets of states into distinguishable symbols. The partition P
thus defines an encoding map

πP : Ω −→ X ,

given by
πP(s) = xi, whenever s ∈ Axi

.

In other words, the encoding map replaces every point of the state space by the
symbol associated with the partition element containing that point. Therefore, this
map provides the translation of the trajectories in the state space to symbolic tra-
jectories, which are sequences of the symbols of the alphabet X .

Combining the deterministic evolution with the encoding map naturally gener-
ates a random variable Xn at every instant n, defined by

Xn(s) = πP(T
n(s)) .

The random variable Xn specifies the symbol associated with the region occupied
by the trajectory after n iterations of the dynamics.

Starting from an initial condition s0 ∈ Ω, the orbit γ(s0) is therefore trans-
formed into the symbolic sequence

γ(s0) → X0(s0), X1(s0), X2(s0), . . . ,

Every trajectory of the dynamical system thus generates a unique infinite sequence
of symbols. This sequencemay be regarded as amessage emitted by the information
source describing the dynamical system. This idea is illustrated in Fig. 2.3.

It is important to emphasize that the symbolic sequence does not represent an
approximation of the dynamics. Rather, it provides an alternative description in
which the detailed position of the system inside each partition element is ignored,
while the order in which the partition elements are visited is preserved. Different
partitions therefore produce different symbolic descriptions of the same underlying
dynamics.
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Since the initial condition is distributed according to the probability measure p,
the symbolic sequences generated by the encoding map inherit a probability distri-
bution from the underlying dynamics. Consequently, the deterministic dynamical
system together with the partition defines a stochastic process over the finite al-
phabet X . This process constitutes the information source from which Shannon’s
information-theoretic quantities will be constructed.

The next step is then to determine the probability associated with individual
symbols and symbolic words. As we shall see, these probabilities are obtained di-
rectly from the probability measure on the state space through the action of the
dynamical map.

Ax1 Ax2 Ax3

Ax4 Ax5 Ax6

Ax7 Ax8 Ax9

Ω

x1 → x2 → x5 → x6 → x8 → x7 → · · ·
Figure 2.3: A partition of the state spaceΩ defines a symbolic repre-
sentation of the dynamics. Each partition element Axi is associated
with a symbol xi. As the trajectory evolves through the state space,
the successive regions it visits generate a symbolic sequence over the
finite alphabet X = {x1, x2, . . . , x9}.

2.4 Probabilities of symbolic trajectories

The symbolic representation introduced in the previous section associates a se-
quence of symbols with every trajectory of the dynamical system. Since the initial
condition is distributed according to the probability measure p, the symbolic se-
quences generated by the dynamics inherit a probability distribution. Our objective
in this section is to determine these probabilities explicitly.

We begin by considering the probability that the symbol observed after n iter-
ations is equal to a given symbol xi. By definition, Xn(s) = πP(T

n(s)), so that the
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event Xn = xi occurs whenever the state of the system after n iterations belongs
to the partition element Axi

. Consequently,

Xn = xi ⇐⇒ T n(s) ∈ Axi
.

From the dynamics of the system, the probability of observing the symbol xi after
n iterations is therefore

P (Xn = xi) = p(T−n(Axi
)).

In other words, one must determine all initial conditions whose trajectories reach
the partition element Axi

after n iterations and then evaluate the probability as-
signed to this set. This is equivalent to compute pn(T n(s0)), where pn is the evolved
probability distribution to time n. So, instead of evolving the probability distribu-
tion we simply ask for all the points at the initial time reaches the elementAxi

after
n iterations of the dynamical map.

The same reasoning extends naturally to several consecutive symbols. Consider,
for example, the probability of observing the two-symbol word (xi, xj). This event
occurs if and only if the initial condition belongs to the partition element Axi

and,
after one iteration of the dynamics, reaches the partition element Axj

. The corre-
sponding set of initial conditions is therefore

Axi
∩ T−1(Axj

),

and the probability of the word becomes

P (X0 = xi, X1 = xj) = p
(
Axi

∩ T−1(Axj
)
)
.

This construction immediately generalizes to symbolicwords of arbitrary length.
Consider the finite word

(x0, x1, . . . , xn−1).

This word is produced whenever the trajectory begins inside the partition element
Ax0 , entersAx1 after one iteration, entersAx2 after two iterations, and so forth until
reaching Axn−1 after n− 1 iterations. The corresponding set of initial conditions is
therefore

Ax0 ∩ T−1(Ax1) ∩ T−2(Ax2) ∩ · · · ∩ T−(n−1)(Axn−1),

whose probability is

P (X0 = x0, . . . , Xn−1 = xn−1) = p
(
Ax0 ∩ T−1(Ax1) ∩ · · · ∩ T−(n−1)(Axn−1)

)
.
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This expression constitutes the fundamental link between deterministic dynam-
ics and information theory. It shows that the probability of every symbolic word is
determined entirely by the probability measure on the state space together with the
deterministic evolution generated by the map T . No stochastic dynamics has been
introduced. The apparent randomness of the symbolic process arises solely from
the uncertainty in the initial condition. See Fig. 2.4 for a graphic illustration of this
concept.

The collection of all finite symbolic words together with their associated prob-
abilities defines a stochastic process over the finite alphabet X . It is this stochastic
process, rather than the original deterministic dynamics, that will be analysed using
the tools of information theory. In particular, the probabilities derived above pro-
vide the ingredients required to quantify the uncertainty associated with symbolic
trajectories through the Shannon entropy of finite words.

Ax0 Ax1

Ax2 Ax3

s

n = 0

Ax1Ax0

Ax2 Ax3

T (s)

n = 1

Ax2

Ax0 Ax1

Ax2

T 2(s)

n = 2

T T

x0 −→ x1 −→ x2
symbolic word generated by the trajectory

Ω

Ax0

T−1(Ax1)

T−2(Ax2)

initial conditions
for the word
(x0, x1, x2)

Figure 2.4: Geometric interpretation of the probability of a symbolic
word. In the upper row, an initial condition s ∈ Ax0 evolves into
T (s) ∈ Ax1 and subsequently into T 2(s) ∈ Ax2 , thereby generating
the word (x0, x1, x2). The lower panel represents the set of all initial
conditions producing this word. Such initial conditions must belong
simultaneously toAx0 , T−1(Ax1), and T−2(Ax2). The probability of
the word is therefore the probability measure of their intersection.
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2.5 Shannon entropy of symbolic words

The symbolic dynamics developed in the previous sections transforms a determin-
istic dynamical system into a stochastic process over the finite alphabet X . Every
finite symbolic word is assigned a probability through the probability measure on
the state space, thereby providing all the ingredients required to apply informa-
tion theory. We may therefore quantify the uncertainty associated with symbolic
trajectories by means of the Shannon entropy.

Consider the symbolic sequence of random variables

(X0, X1, . . . , Xn−1),

whose probability distribution was derived in the previous section. The Shannon
entropy of this sequence is

H(X0, . . . , Xn−1) = −
∑

x0,...,xn−1

P (x0, . . . , xn−1) logP (x0, . . . , xn−1),

where the sum extends over all possible symbolic messages of length n and

P (x0, . . . , xn−1) ≡ P (X0 = x0, . . . , Xn−1 = xn−1).

The Shannon entropymeasures the average uncertainty associated with observ-
ing amessage of lengthn. Equivalently, it quantifies the average amount of informa-
tion gained when the message produced by the dynamical system becomes known.
If only a few symbolic messages possess significant probability, the uncertainty is
small and the entropy assumes a relatively low value. Conversely, if many different
messages occur with comparable probabilities, the uncertainty increases, leading to
a larger entropy.

The entropy generally depends on the length of the message. As the number
of symbols increases, more information about the trajectory becomes available and
additional correlations among successive symbols are revealed. Consequently, the
Shannon entropy of the symbolic process is naturally viewed as a function of the
message length.

The increase of the entropy with the length reflects the growth of the informa-
tion required to specify progressively longer segments of the symbolic trajectory.
If the symbols were statistically independent, the entropy would simply be pro-
portional to the number of symbols. In deterministic dynamical systems, however,
successive symbols are generally correlated because they originate from the same
underlying trajectory. These correlations reduce the uncertainty of future symbols
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once the previous ones are known and therefore play a fundamental role in the
information-theoretic characterization of the dynamics.

Our objective is not merely to quantify the uncertainty associated with symbolic
messages of a fixed length, but rather to determine the average amount of new in-
formation generated by the dynamics per iteration. To accomplish this, we must
understand how the Shannon entropy changes as the messages become progres-
sively longer. The key to this analysis is the observation that messages of length n

possess a natural geometric interpretation in terms of progressively finer descrip-
tions of the state space. This geometric viewpoint, developed in the next section,
leads directly to the definition of the Kolmogorov-Sinai entropy.

2.6 Refining the symbolic description

In the previous section we showed that the uncertainty associated with the dy-
namics is quantified by the Shannon entropy of symbolic messages. As the length
of these messages increases, progressively longer segments of the trajectory be-
come available and the symbolic description contains more information about the
evolution of the system. It is natural to ask whether this increase in information
possesses a simple geometric interpretation in the state space. The answer is affir-
mative. Longer symbolic messages correspond to progressively finer partitions of
the state space.

To understand this correspondence, let us first consider a message of length
one. Observing the symbol x0 merely tells us that the initial condition belongs to
the partition element Ax0 . At this stage, the precise location of the system inside
Ax0 remains completely unknown.

Suppose now that the first two symbols, (x0, x1), are observed. The first symbol
implies that the initial condition belongs to the setAx0 , whereas the second symbol
requires that, after one iteration of the dynamics, the trajectory reaches the partition
element Ax1 . Consequently, the initial condition must simultaneously satisfy the
two conditions s ∈ Ax0 and T (s) ∈ Ax1 , or equivalently, s ∈ Ax0 ∩ T−1(Ax1).
The knowledge of two symbols therefore localizes the initial condition to a smaller
region of the state space than either symbol alone. See Fig. 2.4.

The same reasoning immediately extends to messages of arbitrary length. If
the trajectory generates the word (x0, x1, . . . , xn−1), then the initial condition must
satisfy

s ∈ Ax0 ∩ T−1(Ax1) ∩ T−2(Ax2) ∩ · · · ∩ T−(n−1)(Axn−1).
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A1 A2

P

T−1(A1)

T−1(A2)

T−1(P)

A1∩T−1(A1)A2∩T−1(A1)

A1∩T−1(A2)A2∩T−1(A2)

P ∨ T−1(P)

Figure 2.5: Construction of the refinement of a partition. The
original partition P and its inverse image T−1(P) provide two dif-
ferent descriptions of the state space. Their common refinement,
P ∨ T−1(P), consists of all non-empty intersections between ele-
ments of the two partitions. Each element of the refined partition
corresponds to one symbolic word of length two. Successive refine-
ments are obtained by intersecting additional inverse images, pro-
ducing symbolic messages of increasing length.

Every message therefore determines a unique measurable subset of the state space
consisting of all initial conditions that generate exactly the same symbolic sequence
during the first n iterations.

This observation naturally leads to the notion of a refinement of a partition.
Given two partitions,

P = {A1, . . . , Ar} and Q = {B1, . . . , Bs},

their common refinement is defined as

P ∨Q = {Ai ∩Bj : Ai ∩Bj ̸= ∅}.

The refined partition consists of all non-empty intersections of elements of the orig-
inal partitions and therefore provides a finer description of the state space.

Applying this construction to the successive inverse images of the original par-
tition in the dynamical system yields the refinement

P(n) = P ∨ T−1(P) ∨ T−2(P) ∨ · · · ∨ T−(n−1)(P).

Each element of P(n) is obtained by intersecting one element of the partition with
one element of each of its successive inverse images. Consequently, every element
of the refined partition is uniquely associated with a symbolic message of length
n, while every symbolic message determines one element of the refined partition.
There is therefore a one-to-one correspondence between symbolic messages and
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the elements of P(n). Such construction is represented in Fig. 2.5
This correspondence provides the geometric interpretation of symbolic dynam-

ics. Observing progressively longer symbolic messages does not merely increase
the amount of information available about the trajectory. It simultaneously refines
our knowledge of the initial condition by restricting it to progressively smaller sub-
sets of the state space. The refinement of the partition therefore represents the
geometric counterpart of increasing the length of the symbolic message.

This result establishes a direct correspondence between the combinatorial de-
scription of the dynamics in terms of symbolicmessages and the geometric structure
of the state space. The Shannon entropy of messages may therefore be interpreted
equivalently as the entropy associated with the refined partitions. This observation
forms the basis for the definition of the Kolmogorov-Sinai entropy.

2.7 Kolmogorov-Sinai entropy

The previous sections established a direct correspondence between the dynamics of
the system and a stochastic process over a finite alphabet. The uncertainty associ-
ated with finite symbolic trajectories is quantified by the Shannon entropy

H(X0, . . . , Xn−1),

while the refinement of the partition provides the geometric interpretation of pro-
gressively longer symbolic messages. We are now in a position to introduce one
of a central quantities in the theory of dynamical systems: the Kolmogorov-Sinai
entropy.

The Shannon entropy of symbolicmessages generally increaseswith their length,
since longer messages contain more information about the trajectory. Nevertheless,
the quantity of greatest interest is not the total uncertainty associated with a mes-
sage of length n, but rather the average amount of new information generated by
the dynamics at each iteration. This motivates the introduction of the entropy per
symbol

1

n
H(X0, . . . , Xn−1),

which measures the average information required to specify one symbol of a suffi-
ciently long trajectory.

For a broad class of dynamical systems, this quantity approaches a well-defined
limit as the message length tends to infinity. The resulting entropy rate is called the
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Kolmogorov-Sinai entropy associated with the partition P ,

hp(T,P) = lim
n→∞

1

n
H(X0, . . . , Xn−1),

provided the limit exists. The subindex p is introduced to remember that the entropy
is defined with respect to the measure Lebesgue p.

The interpretation of this quantity is the following. If the symbolic trajectory
is highly predictable, observing additional symbols contributes relatively little new
information, and the entropy rate is small. Conversely, if successive observations
continue to reveal genuinely new information about the evolution of the system,
the entropy rate is larger. The Kolmogorov-Sinai entropy therefore measures the
asymptotic rate at which information is produced by the dynamics.

The geometric interpretation developed in the previous section allows this def-
inition to be expressed in an equivalent form. Since every symbolic message of
length n is in one-to-one correspondence with an element of the refined partition
P(n), the Shannon entropy of symbolic messages is precisely the Shannon entropy
of the refined partition,

H(X0, . . . , Xn−1) = H(P(n)),

where
H(P(n)) = −

∑
A∈P(n)

p(A) log p(A).

Consequently, the entropy rate may be written as

hp(T,P) = lim
n→∞

1

n
H(P(n)).

The value of hp(T,P) generally depends on the partition used to construct the
symbolic dynamics. Different partitions provide different symbolic descriptions of
the same deterministic trajectory and may therefore reveal different amounts of in-
formation about the dynamics. Some partitions fail to capture important dynamical
features, whereas others provide a much more faithful representation of the evolu-
tion.

To obtain a quantity that depends only on the dynamical system itself and not
on the particular symbolic description, one considers the supremum over all finite
measurable partitions,

hp(T ) = sup
P

h(T,P).

This quantity is called the Kolmogorov-Sinai entropy of the dynamical system. It
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is an invariant of measure-preserving transformations and constitutes one of the
fundamental quantities used to characterize deterministic dynamics.

From an information-theoretic perspective, the Kolmogorov-Sinai entropy rep-
resents the maximum asymptotic rate at which information can be extracted from
the evolution of the system by means of symbolic observations. Equivalently, it
quantifies the maximum average amount of information generated per iteration
among all possible symbolic descriptions of the dynamics. The introduction of the
supremum guarantees that this quantity is an intrinsic property of the dynamical
system rather than an artifact of a particular partition.

The Kolmogorov-Sinai entropy establishes a profound bridge between dynam-
ical systems and information theory. Starting from a deterministic evolution, we
introduced a symbolic description through a partition of the state space, assigned
probabilities to symbolic trajectories using a probability measure on the state space,
quantified their uncertainty through Shannon entropy, and finally obtained the
asymptotic information production rate of the dynamics. This construction shows
that deterministic systems may be characterized not only by their trajectories in
phase space but also by the rate at which they generate information. Based on this
construction, in the following section we provide a thermodynamic interpretation
of the this dynamical entropy.

2.8 Thermodynamic interpretation

The construction developed in the previous sections shows that the Kolmogorov-
Sinai entropy is the asymptotic rate at which information is generated by the sym-
bolic description of a deterministic dynamical system. Although this definition
is mathematically precise, it does not immediately reveal why the Kolmogorov-
Sinai entropy is physically important. One may naturally ask whether this quantity
merely characterizes the complexity of symbolic trajectories or whether it also pos-
sesses a direct thermodynamic interpretation.

Remarkably, for driven classical Hamiltonian systems, the randomness gener-
ated by the dynamics, quantified by the Kolmogorov-Sinai entropy, imposes a lower
bound on the energetic cost required to drive the system out of equilibrium [5]. This
result reveals that dynamical complexity and thermodynamic irreversibility are fun-
damentally connected.

To understand the origin of this connection, consider a Hamiltonian system ini-
tially prepared in thermal equilibrium with a heat reservoir at inverse temperature
β. The system is subsequently isolated from the reservoir while an external control
parameter is varied according to a prescribed protocol. During this process, work
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is performed on the system and, in general, part of this work is irreversibly dissi-
pated. Since the dynamics remains Hamiltonian throughout the driving protocol,
Liouville’s theorem guarantees the conservation of phase-space volume, allowing
the symbolic description introduced in the previous sections to remain valid.

The phase space is partitioned into a finite collection of cells, and every tra-
jectory is represented by a symbolic sequence indicating the successive partition
elements visited during the evolution. The probability of each symbolic trajec-
tory is therefore completely determined by the probability measure over the phase
space. Consequently, the Kolmogorov-Sinai entropy measures the asymptotic rate
at which new information is generated by the coarse-grained dynamics.

The central idea is to compare two different descriptions of the evolving system.
The first corresponds to the exact probability density in phase space, whereas the
second is obtained after coarse graining the dynamics according to the symbolic
partition. The difference between these two descriptions quantifies the information
that is discarded by the coarse-graining procedure. Since coarse graining neces-
sarily increases the Shannon entropy, a lower bound relating the thermodynamic
entropy production to the amount of information generated by the dynamics can
be obtained

β⟨Wd⟩ ≥ β (⟨H⟩ − F )− It(P),

where ⟨Wd⟩ denotes the average dissipated work, F is the equilibrium free energy
associated with the external control parameter, and

It(P) = hp(T )− ct(P)− dt(P)

contains the Kolmogorov-Sinai entropy together with correction terms associated
with the finite coarse-graining procedure. In the limit of increasingly refined par-
titions, the dominant contribution is provided by the Kolmogorov-Sinai entropy
itself.

This inequality possesses a remarkably interpretation. The Kolmogorov-Sinai
entropy quantifies the average amount of new information produced by the dy-
namics per iteration, while the dissipated work measures the degree of thermo-
dynamic irreversibility of the driven process. The inequality therefore shows that
these two quantities cannot vary independently. A dynamical system that gener-
ates information at a higher rate necessarily possesses a larger minimum energetic
cost associated with nonequilibrium driving.

Throughout this chapter, the Kolmogorov-Sinai entropy emerged as a purely
informational quantity constructed from symbolic trajectories and Shannon en-
tropy. The above inequality demonstrates that this informational measure is not
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merely an abstract mathematical invariant but also possesses direct physical con-
sequences. The information generated by the dynamics is ultimately constrained
by energetic considerations, revealing that information production and thermody-
namic irreversibility are two complementary manifestations of the same underlying
physical process.

This connection also provides a deeper interpretation of chaos. Traditionally,
positive Kolmogorov-Sinai entropy is regarded as a signature of chaotic dynam-
ics because nearby trajectories become increasingly difficult to distinguish through
finite-resolution observations. The thermodynamic interpretation extends this view-
point by showing that the unpredictability generated by chaotic dynamics is accom-
panied by an unavoidable energetic cost when the system is driven out of equilib-
rium. In this sense, the Kolmogorov-Sinai entropy measures not only the rate at
which deterministic dynamics produces information but also the minimum ther-
modynamic resources required to sustain such informational complexity.

The relationship between information production and dissipation illustrates one
of the central themes of modern statistical physics: information is a physical quan-
tity. Quantities originally introduced to characterize uncertainty in communication
theory naturally acquire energetic significance when applied to physical systems.
The Kolmogorov-Sinai entropy therefore occupies a central position at the interface
between dynamical systems, information theory, and thermodynamics, providing a
unified framework for understanding deterministic chaos from both informational
and physical perspectives.
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